Chapter 8
Security

A note on the use of these ppt slides:

We’' re making these slides freely available to all (faculty, students, readers).
They’ re in PowerPoint form so you see the animations; and can add, modify,
and delete slides (including this one) and slide content to suit your needs.
They obviously represent a lot of work on our part. In return for use, we only

ask the following:

+ If you use these slides (e.g., in a class) that you mention their source
(after all, we’ d like people to use our book!)

+ If you post any slides on a www site, that you note that they are adapted
from (or perhaps identical to) our slides, and note our copyright of this
material.

Thanks and enjoy! JFK/KWR
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What is network security?

confidentiality: only sender, intended receiver should
“understand” message contents

= sender encrypts message

" receiver decrypts message

authentication: sender, receiver want to confirm identity of
each other

message integrity: sender, receiver want to ensure message
not altered (in transit, or afterwards) without detection

access and availability: services must be accessible and
available to users
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Authentication

Goal: Bob wants Alice to “prove” her identity to him

Protocol ap 1.0: Alice says “| am Alice”

‘“ . ”” ,,-_'-'L'i'l'.
lam Alice” - &.é

—

P Failure scenario??
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Authentication

Goal: Bob wants Alice to “prove” her identity to him

Protocol ap 1.0: Alice says “| am Alice”

2 R
i 's‘i‘“ in a network,
.5%“:? Bob can not “see” Alice,
so Trudy simply declares
“ am Alice” herself to be Alice
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Authentication: another try

Protocol ap2.0: Alice says “I am Alice” in an IP packet
containing her source IP address

Alice’ s
IP address

13 0 7 __-!'I
| am Alice __; . ﬁﬁ

-aaﬂ Failure scenario??
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Authentication: another try

Protocol ap2.0: Alice says “I am Alice” in an IP packet
containing her source IP address

£

P Trudy can create
/ N a packet
Alice’s | . . ~Spoofing
IP address | | @m Alice Alice’ s address
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Authentication: another try

Protocol ap3.0: Alice says “| am Alice” and sends her
secret password to “prove’ it.

Alice’ S Alice’ S iy 5 ”
IP addr | password I"'m Alice o8B
- 's‘fﬁ
Alice’ s -r-ﬁi? Failure scenario??
-— OK
IP addr
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Authentication: another try

Protocol ap3.0: Alice says “| am Alice” and sends her
secret password to “prove’ it.

Alice’s | Alice’s
IP addr | password

“I'm Alice”| —

Alice’ s
IP addr

' :“‘*E playback attack: Trudy
e records Alice’ s packet

and later
plays it back to Bob

Alice’ s
IP addr

Alice’ s
password

“I’'m Alice”
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Authentication: yet another try

Protocol ap3.1: Alice says “| am Alice” and sends her
encrypted secret password to “prove’ it.

=&

-r-ﬁi? Failure scenario??

Alice’ s |encrypted |«,» .
IP addr | password I"'m Alice
Alice’ s
IP addr oI
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Authentication: yet another try

Protocol ap3.1: Alice says “| am Alice” and sends her
encrypted secret password to “prove’ it.

Alice’ s | encrypted
IP addr | password

“I'm Alice”| —

Alice’ s
IP addr

Alice’ s
IP addr

encrypted
password

“I’'m Alice”

record
and
playback
still works!
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Authentication: yet another try

Goal: avoid playback attack

nonce: number (R) used only once-in-a-lifetime

ap4.0: to prove Alice “live”, Bob sends Alice nonce, R. Alice
must return R, encrypted with shared secret key

“| am Alice” g

K -B(R) Alice is live, and

)

key to encrypt
nonce, so it must

Failures, drawbacks? be Alice!
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Authentication: ap5.0

ap4.0 requires shared symmetric key

% can we authenticate using public key techniques!?
ap5.0: use nonce, public key cryptography

“| am Alice” ¢
gﬁhé} \L:%I E Bob Compu’[eS
g (S + -
u‘-! M "'-,_"-l A(KA(R)) — R
\ and knOWS Only A“Ce
- “send me your public key” = could have the private
+ key, that encrypted R

M’ SUCh that
K n(Ky(R) =
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ap>.0: security hole

man (or woman) in the middle attack: Trudy poses as Alice
(to Bob) and as Bob (to Alice)

. ‘.','_'!'I_
| am Alice . | am Alice ekt
R
KT(R) R gl ]
% Send me youtpuBIiC key
+
KA (R) > K T >
Send me yeurpublic key
K., |
AT -
Trudy gets < KT(m)
-t
+ m = KT(K (m))
KA(m) sends m to Alice

m=K (K" (m) encrypted with
A A Alice’ s public key
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ap>.0: security hole

man (or woman) in the middle attack: Trudy poses as Alice (to
Bob) and as Bob (to Alice)

1.:. "2
ﬁ%’ < > [ _:i:;' %

5

difficult to detect:

+ Bob receives everything that Alice sends, and vice versa.
(e.g., so Bob,Alice can meet one week later and recall
conversation!)

« problem is that Trudy receives all messages as well!
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